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Current Practices

A Searches (bankruptcy, PPSA, litigation,
execution and corporate profile)

A Confidentiality Agreements




Confidentiality Agreements

A a.k.a. nondisclosure agreements, trade secret
agreements, technology protection
agreements

A A written agreement confirming the
iInformation Is confidential better than a
common law duty to keep confidential




Issues with Confidentiality
Agreements

A Like all contracts, it Is only as good as the
person signing It.

A Enforcement means a trip to court.

A Tendency Is to draft them overly broadly
which may affect enforceabillity.




Making an NDA Work

A Ensure the NDA Is drafted carefully and
actually covers the subject matter you need
to deal with.

A Make sure the bound party knows exactly
what they can and cannot do.

A Consider alternatives/supplements to NDAs.




Employees, Information Technology
and Social Media

A Not surprisingly given the greater use of
email communication and the internet, and
the development of social media, the
guestion of what an employee can and more
importantly CANNOT do when using an. ~ _
Al BI TUAOGO POl BAOOUN
employee can and, more particularly,
CANNOT say about an employer have
become the subject of much litigation and
arbitration decisions




Employees, Information Technology
and Social Media

A Recent decisions reinforce that it remains
Important for employers to have formal
written policies to address these areas

A The decisions also demonstrate that the
general principles relating to employee
discipline and employee terminations will
continue to apply




Employee Computer, Emalil and Internet Use:
Is There a Right to Privacy?

A Not surprisingly, workplace privacy Is a
rapidly growing area

A While there was little jurisprudence directly
on point, previously it was generally felt that
an employee should have no expectation of
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such as a computer or emalill




A As a recent Ontario Court of Appeal decision
demonstrates, however, the law regarding
this can no longer be seen as absolute




A In this decision an employee, a high school
teacher, was provided with a laptop
computer by his employer

A The employee had exclusive use and
possession of the laptop

A The employee was able to use a password
which was unknown to the employer




A The employee was allowed to use the laptop
for personal matters

A The employee was also allowed to take the
laptop home during nofwork hours




A The employer did have a written computer
use policy




A In its decision, the Court of Appeal found that
this employee did have a right to privacy even
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A In so doing, the Court of Appeal relied on the

following facts:

A The fact the employee was provided with
exclusive possession of the laptop and was able tc
use a personal password to limit access




A The employee was permitted to use the laptop for
personal matters and to take the laptop home

during nonwork hours

A The written policy failed to warn the employees
that the computers were subject to search

A While the policy stated there was no expectation
of privacy with respect to emaill, the policy did not
warn that there was no expectation of privacy
with respect to other data stored on the computer
or with respect to other computer uses




What Is the Impact of This Decision?

A This decision reinforces the need for
employers to have written computer use
policies

A It also demonstrates that the policies must be
detailedpolicies which fully consider the

specifics of the workplace and the type of
computer use an employee may undertake




A At a minimum, policies should address both
permitted and prohibited uses

A The policy should state there is no reasonable
expectation of privacy with respect to specific
uses such as emaill, internet searches,
downloading, etc.




A Policies should specify that computer use anc
iInformation stored on computers are subject
to random monitoring including any personal
iInformation stored on the computer by an
employee

A The consequences for failing to comply with
the policy should also be clear and explicit




A This decision also shows that employers
should consider whether it Is appropriate for
employees to use computers for any persona
uses, whether they be permitted to take
laptops home and whether employees will be
allowed to use passwords which are unknowr
to management




Employees and Socia
A The internet and, in

Media

particular, social media

have created many new opportunities for
businesses for networking and marketing

opportunities

A That being said, social networking sites such
as LinkedInFacebook Twitter, as well as
generalblogging can creat@ossible issues
for employers to consider




A Employer concerns with respect to social
media can be tweold:

A Concerns relating to productivity and security of
systems when employees access social media at
work

A Situations when employees outside of work may
criticize the employer , cavorkers or clients




A The employeerelated issues which may arise
with social media will not necessarily be dealt
with in a general computer use policy

A A review of recent decisions relating to
employee social media use demonstrates the
need for employers to develop policies
specific to social media




A They also demonstrate the need for
employers to approach matters relating to
soclal media (as well as general computer)
use in a manner consistent with normal
employee disciplinary practices




A In a recent decision, the termination of two
employees who criticized a supervisor and
the employer orFaceboolkwas upheld

A The employees made statements on
Facebookcalling the employer a crook and
urged people not to spend their money at the
establishment




A They also made inappropriate comments
about their supervisor

A In this case the terminations were upheld

A In particular, the British Columbia Labour
Relations Board held that the employees
could have no reasonable expectation of
privacy when publishing comments on
Facebook




A As a result, the comments were seen as
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A Moreover, the comments about the

supervisor were found to amount to
Insubordination




A A key fact relied on by the Labour Board
when upholding the terminations was that
the employer, as part of its investigation
process, gave the employees the opportunity
to explain their actions before deciding to
terminate




Summary

A This decision reinforces the need for
employers to have social media policies

A When drafting policies, the following should
be considered:

A Explain who the policy will apply to and in
particular when it will apply




A Consider what social media employees will be
permitted to access in the workplace

A Make it clear that social media use may be
monitored and that there is no expectation of
privacy

A Clearly outline prohibited conduct

A Make it clear that there is no distinction between
work use and personal use

A Clearly outline consequences when failing to
comply with policy




A These decisions also demonstrate that the
normal processes relating to employee
discipline will apply to computer and social
media use

A As such, when deciding to discipline an
employee or terminate an employee, the
employer should approach the matter in the
same manner as it would any other possible
employee misconduct




INTERNET USE - POLICIES IN THE
WORKPLACE

Internet policies allow management to:
A Set boundaries for site browsing

A Prevent downloa QW& | g of software
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ELECTRONICSURVEILLANCE -
MONITORING EMPLOYEES

AProactive computer s

MReactive com



Proactive Computer Monitoring

ARequires opportunity to install
stealth software on a computer

£

AGather complete & transparent
activity on the system
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global level, to provide
centralized statistical data
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AEmpowers organization to
address productivity, ethics,
security, and compliance
concerns
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Reactive Computer Monitoring

Anvestigate, gather and explain
Disk Indexing

history of adigital artifact

Migital artifact can include
computer system, storage
medium (hard disk or GROM),
electronic document (emalil
message or JPEG image) or a
sequence of packets moving ove
a network

ACan be straightforward'what
iInformation is here?" or detailed
-"what is the sequence of event:
responsible for the present
situation?"




Deleted Data Retrieval
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Email Retrieval
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Internet History Retrieval
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Email Tracing

]

The f

repres

1.

19.34 has beenfound. It & certainly located in Toronto, Ontario,
cact match in the eMailTracker database
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Domain Contact Information: The foll
detaik refer to 3 name registered for this
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Rogers Communicatio

Domain
Floor . Toront
domadmin@

r St. East, 9th
Email

AEmail can be traced back to
Its true geographical location
using the email header

AHeader provides key details

U where email came from
U likeliness to be spam

U functions available on
U the originating system
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Email Tracing

Table below identifies the Internet route to reach the destination

A/aluable data when tracking the end location, qualifies actual final positic
ASometimes final location is derived from network registration details,
often head office location for the Internet Service Provider (ISP)

ASP location often local to destination traced, but sometimes located
elsewhere, particularly for large national ISPs

APhysical (authoritative) locations shownhold

A ocations derived from registration details appeaitilic

( Priv ate)

Canada

wd. net.cable. rogers.com Canada

Canada
a o0 .bloor.phub.net.cable.rogers .com Canada

66.185.81.118 gis N L) phub.net.cable.rogers .com
Canada

67 1 118 Canrada

99, 1.119.3 CPEOC _Ofd2bb- Toronto, Ortario,
CeWiL z20d7s 24 .net.cable.ogers.com Canada
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Email Tracing (continued)

A There is no SMTP server running on this
system (the port is closed).

A There is no HTTP server running on this
system (the port is closed).

A There is no HTTPS server running on this
system (the port is closed).

A
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Customer Firewall Records -
Captured from over 1 million lines of data
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Customer Firewall Records —
Sorted into a clear readable format

Detailed Analysis of IP Address 208.80.98.82

Prepared by Brian Moffatz, LR.G.. Barrie, Ontario

March 2008




PROTECTINGYOURSELF AGAINST
SURVEILLANCE BY OTHERS

Prevent Data Theft and Virus Infection by implementing &
specialized security solution to:

A prevent introduction of malicious and other unauthorized
software to the network

A give administrators greater control ; block devices by class, file
extensions, physical port or device ID from a single location

A allow administrators to grant temporary device or port access f
a stipulated timeframe

A automatically protects newly detected computers by deploying
an agent and a default blocking policy
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A Background due diligence

A Industrial competitive intelligence: undercover
EI OAl LEGATIAAR BPDOAOAGO
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A Criminal record checks

A Credit checks, bankruptcy and writs

A Complete persoenal'and corporate financial
backgrounds

A Personal & character investigations




