
WHEN YOU NEED TO 

KNOW THE TRUTH



ÁSearches (bankruptcy, PPSA, litigation, 
execution and corporate profile)

ÁConfidentiality Agreements
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Áa.k.a. nondisclosure agreements, trade secret 
agreements, technology protection 
agreements

ÁA written agreement confirming the 
information is confidential better than a 
common law duty to keep confidential
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ÁLike all contracts, it is only as good as the 
person signing it.

ÁEnforcement means a trip to court.

ÁTendency is to draft them overly broadly 
which may affect enforceability.
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ÁEnsure the NDA is drafted carefully and 
actually covers the subject matter you need 
to deal with. 

ÁMake sure the bound party knows exactly 
what they can and cannot do.

ÁConsider alternatives/supplements to NDAs. 

5



Employees, Information Technology 
and Social Media

ÁNot surprisingly given the greater use of 
email communication and the internet, and 
the development of social media, the 
question of what an employee can and more 
importantly CANNOT do when using an 
ÅÍÐÌÏÙÅÒȭÓ ÐÒÏÐÅÒÔÙȟ ÁÓ ×ÅÌÌ ÁÓ ×ÈÁÔ ÁÎ 
employee can and, more particularly, 
CANNOT say about an employer have 
become the subject of much litigation and 
arbitration decisions
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Employees, Information Technology 
and Social Media

ÁRecent decisions reinforce that it remains 
important for employers to have formal 
written policies to address these areas
ÁThe decisions also demonstrate that the 

general principles relating to employee 
discipline and employee terminations will 
continue to apply
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Employee Computer, Email and Internet Use: 
Is There a Right to Privacy?
ÁNot surprisingly, workplace privacy is a 

rapidly growing area
ÁWhile there was little jurisprudence directly 

on point, previously it was generally felt that 
an employee should have no expectation of 
ÐÒÉÖÁÃÙ ×ÈÅÎ ÕÓÉÎÇ ÁÎ ÅÍÐÌÏÙÅÒȭÓ ÐÒÏÐÅÒÔÙ 
such as a computer or email
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ÁAs a recent Ontario Court of Appeal decision 
demonstrates, however, the law regarding 
this can no longer be seen as absolute
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ÁIn this decision an employee, a high school 
teacher, was provided with a laptop 
computer by his employer
ÁThe employee had exclusive use and 

possession of the laptop
ÁThe employee was able to use a password 

which was unknown to the employer
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ÁThe employee was allowed to use the laptop 
for personal matters

ÁThe employee was also allowed to take the 
laptop home during non-work hours
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ÁThe employer did have a written computer 
use policy
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ÁIn its decision, the Court of Appeal found that 
this employee did have a right to privacy even 
×ÈÅÎ ÕÓÉÎÇ ÔÈÅ ÅÍÐÌÏÙÅÒȭÓ ÃÏÍÐÕÔÅÒ
ÁIn so doing, the Court of Appeal relied on the 

following facts:
ÁThe fact the employee was provided with 

exclusive possession of the laptop and was able to 
use a personal password to limit access
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ÁThe employee was permitted to use the laptop for 
personal matters and to take the laptop home 
during non-work hours

ÁThe written policy failed to warn the employees 
that the computers were subject to search

ÁWhile the policy stated there was no expectation 
of privacy with respect to email, the policy did not 
warn that there was no expectation of privacy 
with respect to other data stored on the computer 
or with respect to other computer uses
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What is the Impact of  This Decision?

ÁThis decision reinforces the need for 
employers to have written computer use 
policies

ÁIt also demonstrates that the policies must be 
detailedpolicies which fully consider the 
specifics of the workplace and the type of 
computer use an employee may undertake
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ÁAt a minimum, policies should address both 
permitted and prohibited uses

ÁThe policy should state there is no reasonable 
expectation of privacy with respect to specific 
uses such as email, internet searches, 
downloading, etc.
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ÁPolicies should specify that computer use and 
information stored on computers are subject 
to random monitoring including any personal 
information stored on the computer by an 
employee

ÁThe consequences for failing to comply with 
the policy should also be clear and explicit
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ÁThis decision also shows that employers 
should consider whether it is appropriate for 
employees to use computers for any personal 
uses, whether they be permitted to take 
laptops home and whether employees will be 
allowed to use passwords which are unknown 
to management
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Employees and Social Media

ÁThe internet and, in particular, social media 
have created many new opportunities for 
businesses for networking and marketing 
opportunities

ÁThat being said, social networking sites such 
as LinkedIn, Facebook, Twitter, as well as 
general blogging can create possible issues 
for employers to consider
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ÁEmployer concerns with respect to social 
media can be two-fold:

ÁConcerns relating to productivity and security of 
systems when employees access social media at 
work

ÁSituations when employees outside of work may 
criticize the employer , co-workers or  clients
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ÁThe employee-related issues which may arise 
with social media will not necessarily be dealt 
with in a general computer use policy

ÁA review of recent decisions relating to 
employee social media use demonstrates the 
need for employers to develop policies 
specific to social media
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ÁThey also demonstrate the need for 
employers to approach matters relating to 
social media (as well as general computer) 
use in a manner consistent with normal 
employee disciplinary practices
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ÁIn a recent decision, the termination of two 
employees who criticized a supervisor and 
the employer on Facebookwas upheld

ÁThe employees made statements on 
Facebookcalling the employer a crook and 
urged people not to spend their money at the 
establishment
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ÁThey also made inappropriate comments 
about their supervisor

ÁIn this case the terminations were upheld

ÁIn particular, the British Columbia Labour 
Relations Board  held that the employees 
could have no reasonable expectation of 
privacy when publishing comments on 
Facebook
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ÁAs a result, the comments were seen as 
ÄÁÍÁÇÉÎÇ ÔÏ ÔÈÅ ÅÍÐÌÏÙÅÒȭÓ ÂÕÓÉÎÅÓÓ

ÁMoreover, the comments about the 
supervisor were found to amount to 
insubordination
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ÁA key fact relied on by the Labour Board 
when upholding the terminations was that 
the employer, as part of its investigation 
process, gave the employees the opportunity 
to explain their actions before deciding to 
terminate
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Summary

ÁThis decision reinforces the need for 
employers to have social media policies

ÁWhen drafting policies, the following should 
be considered:

ÁExplain who the policy will apply to and in 
particular when it will apply
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ÁConsider what social media employees will be 
permitted to access in the workplace

ÁMake it clear that social media use may be 
monitored and that there is no expectation of 
privacy

ÁClearly outline prohibited conduct

ÁMake it clear that there is no distinction between 
work use and personal use

ÁClearly outline consequences when failing to 
comply with policy
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ÁThese decisions also demonstrate that the 
normal processes relating to employee 
discipline will apply to computer and social 
media use

ÁAs such, when deciding to discipline an 
employee or terminate an employee, the 
employer should approach the matter in the 
same manner as it would any other possible 
employee misconduct
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Internet policies allow management to: 
ÁSet boundaries for site browsing
ÁPrevent downloading  & installing of software  
ÁEnsure that allowed downloads are free of viruses 
ÁPrevent data leakage through socially-engineered 

websites 
Á2ÅÄÕÃÅ Ȭcyber slackingȭ ÁÎÄ ÂÏÏÓÔ ÅÍÐÌÏÙÅÅ ÁÎÄ 

business productivity.

Several Web Control and Monitoring solutions 
exist in the market that can enforce policy 
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31

ÅProactive computer surveillance

ÅReactive computer surveillance 
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ÅRequires opportunity to install 
stealth software on a computer 

ÅGather complete & transparent 
activity on the system

Å&ÏÒ  ȬÐÅÒ ÄÅÖÉÃÅ ȬÉÎÓÔÁÎÃÅȟ ÏÒ ÁÔ 
global level, to provide 
centralized statistical data

ÅEmpowers organization to 
address productivity, ethics, 
security, and compliance 
concerns
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ÅInvestigate, gather and explain  
history of a digital artifact

ÅDigital artifact can include 
computer system, storage 
medium  (hard disk or CD-ROM), 
electronic document  (email 
message or JPEG image) or a 
sequence of packets moving over 
a network

ÅCan be straightforward -"what 
information is here?"  or detailed 
- "what is the sequence of events 
responsible for the present 
situation?"

Disk Indexing
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Deleted 
data is 

represented 
by the red x, 
capable of 

being 
restored for 

review
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ÅEmail can be traced back to 

its true geographical location 

using the email header

ÅHeader provides key details 

ü where email came from

ü likeliness to be spam

ü functions available on 

ü the originating system
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ÅValuable data when tracking the end location,  qualifies actual final position

ÅSometimes final location is derived from network registration details,  
often  head office location for the Internet Service Provider (ISP)

ÅISP location often local to destination traced, but sometimes located 
elsewhere, particularly for large national ISPs

ÅPhysical (authoritative) locations shown in bold

ÅLocations derived from registration details appear in italic
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ÁThere is no SMTP server running on this 
system (the port is closed). 
ÁThere is no HTTP server running on this 

system (the port is closed). 
ÁThere is no HTTPS server running on this 

system (the port is closed). 
ÁThe system is running a file transfer server on 

port 21. This means users are able to upload 
and download files to this system. 
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Prevent Data Theft and Virus Infection by implementing an 
specialized security solution to:

Á prevent introduction of malicious and other unauthorized 
software to the network

Á give administrators greater control ; block devices by class, file 
extensions, physical port or device ID from a single location

Á allow administrators to grant temporary device or port access for 
a stipulated timeframe

Á automatically protects newly detected computers by deploying 
an agent and a default blocking policy
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ÁBackground due diligence
ÁIndustrial competitive intelligence: undercover 
ÉÎÔÅÌÌÉÇÅÎÃÅȟ ÐÒÅÔÅØÔ ÉÎÖÅÓÔÉÇÁÔÉÏÎÓȟ ȰÄÕÍÐÓÔÅÒ 
ÄÉÖÅÓȱ

ÁCriminal record checks
ÁCredit checks, bankruptcy and writs
ÁComplete personal and corporate financial 

backgrounds
ÁPersonal & character investigations
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